CBEJAEHUASA
0 pean3yeMbIX TPEOOBAHMSIX K 3aIUTE MEPCOHATBHBIX TAHHBIX
B OO0 «KOMITAHH1A NHBACK», MHH 5024149915

B coorBerctBum ¢ ®enepanbHpiM  3akoHOM oT 27.07.2006 Nel52-d3 «O
MEPCOHAIIbHBIX TaHHBIX» (Hanee mo Tekcty — @3 «O mepcoHaIbHBIX JTaHHBIX),
[ToctanoBnennem IlpaBurensctBa Poccuiickoit @eneparuu ot 01.11.2012 Ne 1119 «O6
YTBEP)KJICHUH TpPeOOBAaHMI K 3allUTe IEPCOHAIBHBIX MTaHHBIX NPU HX 00paboTKe B
WH(OPMAIMOHHBIX CHCTEMax MEPCOHANBHBIX NaHHBIX», [Ipukazom ®CTOK ot 18.02.2013
Ne 21 «O06 yrBepxnennn CocTtaBa U coJlepKaHUsl OPraHU3ALMOHHBIX U TEXHUUECKUX MEp I10
ofOecrieueHHI0  OE30MACHOCTH  NEPCOHANBHBIX  JaHHBIX MHpU HX 00paboTke B
MH(POPMALMOHHBIX CUCTEMaX MepcoHaNbHBIX JaHHBIX» B OO0 «KOMITAHUS MHBACK»
(manee mo TekcTy - Oneparop) NPUHATHI CIEAYIOLUIUE MEPBI JIJIS 3aIUThl 00padaThIBAEMbIX
MEePCOHATBHBIX JaHHBIX:

1. Omeparop peanusyer crieayroue TpeOoBaHusi 3akoHonaTenbcTBa PO B obnactu
MEPCOHAIIBHBIX JIAHHBIX:

o Tpe6OBaHI/I${ (o) CO6.]'IIOI[€HI/II/I KOH(bI/II[eHI_II/IaJIBHOCTI/I NEPCOHAJIbHBIX JTaHHbIX;

o TpeOoBaHUS 00 oOecrneyeHun pealn3alud CyObEeKTOM MEepPCOHAIbHBIX
JAHHBIX CBOMX IPaB, BKIIFOYAs MIPABO HA JIOCTYI K HH(OpMALIUH;

o TpeboBaHus 00 o0OecreYeHu TOYHOCTH TIEPCOHANBHBIX JAaHHBIX, a B
HEOOXO/IUMBIX CIy4asX M aKTyaJIbHOCTH 110 OTHOIICHUIO K LEeJIIM 00paboTKH
NEPCOHAIbHBIX JAaHHBIX (C MpuUHATHEM (oOecredyeHrneM MpPUHATUS) Mep
[0 yJAJIEHUIO WJIM YTOYHEHUIO HETIOJIHBIX MM HETOYHBIX JaHHBIX);

o TpeOoBaHUs K 3alIUTE MEPCOHAIBHBIX JAHHBIX OT HEMPABOMEPHOTO WIIU
CIIy4aifHOTO JOCTyNa K HUM, YHHYTOXKEHHUS, W3MEHEHUs, OIIOKMPOBAHUS,
KOIMMPOBAHUs, MPEIOCTABIEHUSA, PACIPOCTPAHEHUS MEPCOHAIBHBIX TAHHBIX,
a TaKK€ OT UHBIX HENPaBOMEPHBIX JACHCTBUM B OTHOLIEHUM NEPCOHAIBHBIX
JIaHHBIX;

© HHBIC Tpe6OBaHI/I$I 3aKoHO1aTeNbCcTBa PD.

2. OmnepaTop CaMOCTOSTENBHO ONpeAessieT COCTaB W TepeueHb Mep, HEOOXOIUMBIX U
JOCTaTOYHBIX JUIs OOECIEUYEeHHUs] BBIMOJIHEHUS O00s3aHHOCTEH, NPeayCMOTPEHHBIX
3aKOHO/ATEIbCTBOM B 00JAacTH IMepcoHanbHBIX AaHHBIX (4.1 cT. 18.1 denepambHOro
3akoHa oT 27.07.2006 Ne 152-®3 «O nepcoHaIbHBIX JaHHBIX»).

3. B umemsx ucnomHenus tpeOoBaHMU 3aKOHOAaTeNbCTBA PD B 00MacTH mepcOHANBHBIX
naHHbIX Omnepatopom pazpaboraHo U npumensiercst [lomoxkenne o momutuke OO0
«KOMITAHU A NTHBACK» B oTHOImIEHHN 00pabOTKH IEPCOHATBHBIX IAaHHBIX, KOTOPOE
ABJIIETCS OCHOBOIIOJIATAIOIIMM  JIOKQJIBHBIM IIPABOBBIM  AKTOM, OIPEAEISIONINM
OCHOBHbIE HarpaBieHMs JaesrenbHocTu Omneparopa B 00JacTH 00paOOTKU U 3aIUThI
NEPCOHAIBHBIX JaHHbIX.

4, BaxHEWIIMM yCIOBHEM pealu3aluu I1enerd aesrenbHoctn OnepaTtopa sIBISETCS
o0ecrieyeHne  HEOOXOIMMOrO W JOCTaTOYHOIO  YPOBHA  0€30MacHOCTH
MH(}OPMaLIMOHHBIX CUCTEM MePCOHAIbHBIX JTAaHHBIX, cOOII0ICHUS
KOH(I)I/I,Z[GHI_II/IEUIBHOCTI/I, HCJIIOCTHOCTH U JOCTYITHOCTHU O6p3_6aTLIBaeMBIX MEPCOHATIBHBIX



TAHHBIX U COXPAHHOCTH HOCHTENICH CBEICHHMH, COACPIKAIIMX IMEPCOHAIBHBIC TaHHBIC
Ha BCEX dTanax paboThl C HUMH.

Coznannple OmepaTopoM YCIOBUS MU PEXHUM 3alIUThl MH(OPMAalUK, OTHECEHHOM
K IEPCOHAIBHBIM  JIAHHBIM, MO3BOJISIIOT O0ECIEeUUTh 3alIuTy 00padaThIBAEMBIX
MEPCOHAIBHBIX JaHHbBIX.

OrniepaTopoM B COOTBETCTBUM C JEHCTBYIOLIMM 3aKOHOJATEIbLCTBOM Poccuiickoi
Oenepan  pa3paboTaH W BBEIEH B JEHCTBHE KOMIUIEKC OpraHM3aldOHHO-
pacTopsiIUTEbHBIX U (QYHKIMOHAJIBHBIX ~ MEp,  PEIVIAMEHTUPYIOIUX U
obecrneunBaromMX 6€30MacHOCTh 00padaThIBAEMbIX MEPCOHANBHBIX JaHHBIX:

O Ha3HA4YCHbl OTBCTCTBCHHLIC JIMIA 3a OpraHu3aluio U obecrneucHue
0€e301acHOCTH MEPpCOHAJIbHBIX JTaHHBbIX;

o ONpEeIeNeH HEOOXOAMMBIH YpPOBEHb 3alIUIICHHOCTH WH(HOPMAIMOHHBIX
CHCTEM TEePCOHAIBHBIX JIAHHBIX - 4 YPOBEHB,

o BBEJCH peXuM Oe3omacHOCTH 00pabOTKHM W OOpalIeHUs C MEePCOHATBHBIMU
JAHHBIMHU, & TAK)KE PEKUM 3aIIUTHI TOMEIIECHHUH, B KOTOPBIX OCYIIECTBIISETCS
00paboTKa U XpaHEHNE HOCUTEIICH MePCOHABHBIX TaHHBIX;

O  YCTAHOBJICHBI ITpaBUJIia JOCTYIIA K [ICPCOHAJIBHBIM IaHHBIM, 06pa6aTLIBaeMBIM
B I/IH(l)OpMaLII/IOHHI)IX CHUCTCMaAX MEPCOHATIbHBIX TAHHBIX]

o OMpeeNieH KPYT JUIl, UMEIOIIUX MPpaBo 00pabOTKU MEPCOHANBHBIX JaHHBIX,
pa3paboTaHbl WHCTPYKIIMU TIOJH30BATEISIM IO 3alUTE TMEePCOHATBHBIX
JTaHHBIX, aHTUBUPYCHOM 3aILUTE, TEUCTBUSIM B KPU3UCHBIX CUTYALIUAX;

o  OIIpCACIICHDbI TpC6OBaHI/I$I K 1nepcoHally, CTCIICHb OTBCTCTBCHHOCTU
pa6OTHI/IKOB 3a o0ecrnieueHre 0E€30MacHOCTH IEPCOHAJIbHBIX TaHHBIX;

o TIPOBEJIEHO O3HAKOMJIEHHE PAOOTHUKOB, OCYIIECTBILIIONIUX 00paboTKy
NEPCOHANBHBIX JAaHHBIX, C MOJOXEHUSMHU 3aKOHOJATeNbCTBA Poccuiickoit
@enepan 1Mo 0OecreYeHHI0 0e30IaCHOCTH TEPCOHAJIbHBIX JAHHBIX U
TpeOOBaHUSAMH K  3allUTe TMEPCOHAIBHBIX JAaHHBIX, JOKYMEHTaMH,
onpeAensomUMU  noauTuKy Omneparopa B OTHOLIEHHMH 00pabOTKU
NEPCOHANBHBIX JAHHBIX, U JPYTUMH JIOKAJBHBIMH aKTaMH IO BOIPOCAM
00pabOTKH EPCOHATBHBIX JTAHHBIX;

o TPOBOJUTCA TEPHOAMUYECKOE OOydeHHEe pPAOOTHUKOB, OCYLIECTBIISIOMINX
00paboTKy MepCOHaNbHBIX JIAaHHBIX, MpaBUIaM OOpabOTKH MEePCOHATBHBIX
JIaHHBIX;

O OCYILIECTBISIETCSI KOHTPOJIb 3a COOJIIOJCHHEM pPAaOOTHUKAMM, AOMYIIEHHBIX
K 00paboTKe TMEepCOHAJBHBIX JaHHBIX, TPEOOBaHMH, YCTAHOBJIEHHBIX
3aKOHOAATeIbCTBOM P® B 00siacTH NepCcOHAIbHBIX JaHHBIX, JIOKAJIbHBIMU
HOPMAaTUBHBIMH aKTaMH.

Omneparop HpeANpPUHUMAET HEOOXOIMMBIE M JOCTAaTOYHBIC TEXHHYECKHE MEpPbI IS
oOecrieyeHnss 0€30MACHOCTH  TMEPCOHATBHBIX  JAHHBIX OT  CIY4alHOTO  WJIH
HECAaHKIIMOHUPOBAHHOTO JJOCTYIA, YHUUTOXKCHUS, N3MEHEHNs, OJIOKUPOBAHUS TOCTyNa
U IPYTUX HECAaHKIMOHUPOBAHHBIX JCUCTBUM:



BBEJICHA CHCTEMa pa3TpaHUYEHHUs AOCTyNna pPaOOTHUKOB K HH(OpMAIHH,
coJiepKalleil MmepcoHabHbIE JaHHBIE CYOBEKTOB MEPCOHAIBHBIX TaHHBIX,
B COOTBETCTBUU C UX JOKHOCTHBIMU ((PYHKIIMOHAIBHBIMH) 00SI3aHHOCTSAMU;

yCTaHOBJICHA 3aIIuTa oT HECaHKI[MOHHUPOBAHHOTO JIOCTYTIa
K aBTOMAaTHU3UPOBAHHBIM  pabo4ynMM MecTaM, HH(POPMAIMOHHBIM CETAM
u 06a3aM MepCOHATBHBIX JIAHHBIX;

YCTaHOBJIEHA 3allUTa OT BPEJOHOCHOTO MPOrPaMMHO-MATEMaTHYECKOTO
BO3JICUCTBUS (BO3JCHCTBUS Ha KOMIIBIOTEPHBIE CHUCTEMBI C IOMOIIBIO
BPEIOHOCHBIX ITPOTPAMM);

OCYIIECTBIISIETCSl PEryIsIpHOE PE3epBHOE KomMHMpoBaHWEe wHpOpMamnwu u 0a3
JIAHHBIX, COJACPKAIMX IEPCOHAIBHBIC JaHHBIC CYOBEKTOB NEPCOHAIBHBIX
JaHHBIX;

OpraHM30BaHa CHUCTEMa KOHTPOJIS 3a MOPSJAKOM OOpaOOTKH IMEpPCOHATBHBIX
JIAaHHBIX U 00eCICUeHHS UX 0€30I1aCHOCTH;

IIPOBOJATCS PEryJsipHbIE IIPOBEPKH COOTBETCTBUS CHUCTEMbBI 3aLUTHI
IIEPCOHANIBHBIX JAaHHBIX, AYyAWT YPOBHS 3alIUIIEHHOCTH IEPCOHAIBHBIX
JaHHBIX B  MH(QOPMALMOHHBIX CHUCTEMax IEPCOHAJIBHBIX  JIAHHBIX,
(GYHKIIMOHUPOBAHUSI CPECTB 3aLIUThl HH(POPMALIUY, BBIBICHUS U3MEHEHUI
B peXHMe 00pabOTKU U 3aIUThl IEPCOHANBHBIX JaHHBIX.



